SW Security Specialist

The purpose of the SW Security Specialist is to ensure that the SW development methodology in the
company 1is set up in accordance with secure development best practice and the developed
applications are secure and comply with appropriate and actual standards and regulations.

Key Responsibilities

* Participate on the project (with external partner support) to create a framework for secure
development

* Define and implement application security requirements into the current SDLC

* Become an active part of the sw development process, ensuring security requirements are met
in all parts of the process and security policies followed

* Communicate with sw architects and developers and provide advice when it comes to application
security issues

* Participate in training the development teams in secure development techniques

* Recommend and conduct application security tests and follow-up on the resolution of the test
results

* Define security requirements and provide consultations for external SW acquisition and
integration

Experience & Expertise
* 3 years of experience in application development or architecture positions
* Experiences on different positions in software development life-cycle
* Knowledge of software development methods and life-cycle
* Knowledge of application security development standards (OWASP etc.)
* Experience with application security testing
* Strong communications skills
* Able to work under pressure
* Advaced English
* Knowledge of J2EE technologies
* Knowledge of webservice technologies (based on SOAP and WSDL)

* Basic knowledge of SQL

In case of interest you can contact me on petr.soulek@itsearch.cz
or on mobile phone +420 734 621 377
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