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Kdo jsem

Kdo jsem

Pavel Razicka
e https://ruza.eu/linkedin
- Administrator a IT security konzultant

e https://ruza.eu/brmlab
- pfedseda spolku a zakladajici ¢len
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Co je brmlab

brmlab, obecné info

Spolek financovany z Clenskych prispévku
Predseda spolku - statutarni organ
Rada spolku - administrativa, PR, atd
Revizni komise - kontrolni organ
Grantova komise - interni granty
Clenska zékladna a valna hromada

Pocet ¢lenl cca 50

VS studenti, lidé z IT praxe, OSVC, zaginajici podnikatelé

prvni hackerspace v CR (od r.2010)
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Hackerspaces

Hackerspaces ve svéte

http://hackerspaces.org

Hackerspace je komunitné zaloZeny fyzicky prostor, kde
lidé sdileji zajem o technologie, setkavaji se a pracuji na
svych projektech, a uci se navzajem.

e 2106 registrovanych ve wiki celkem

e 1309 aktivnich

e 351 planovanych
https://wiki.hackerspaces.org/List_of_Hacker_Spaces
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Hackerspaces

Hackerspace v Ceské republice

e Brmlab, Prague
https://brmlab.cz

e Cryptoanarchy institute,
Prague http://www.
paralelnipolis.cz

e MacGyver, Prague

Kat

http://macgyver.
siliconhill.cz

Base48, Brno
http://based8.cz

Labka, Ostrava
https://labka.cz

PiSeC, Pisek
http://www.kufr.cz

Pardubice Hackerspace,
Pardubice http://
hackerspacepardubice.

cz .br‘mlpb
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SocRoom

Soc(ial) room
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Soc(ial) room
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HWIlab

HW lab, 3D tisk
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HWIlab

HW lab
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HWIlab

Spoluprace na reseni
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HWIlab

Vyroba desek plosnych spoju
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HWIlab

Brmdoor (systém fizeni pfistupu na RFID)
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Chemlab
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Biolab
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Biolab

Pavel Ruzicka <ruza@ Pfedstaveni Brmlabu




brmlab
[eYe] Yo}

Biolab

Biolab

péstovani kultur, mikroskopie,
sekvencovani DNA,
elektrofyziologie, biofeedback
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Biolab

behavioralni vyzkum

rentgen
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Radiolab

OK1RBM aka Radiolab

®K1
rHbm

Od listopadu 2014 je brmlab
oficialné registrovanym
radioamatérskym klubem

®0000000

Cinnostem spogivajicim v
aktivnim vysilani na
radioamatérskych pasmech se
vénuje spise okrajové, hlavni
naplni je predevSim vyzkum a
vzdélavani v oblasti radiovych
komunikaci obecné a v brmlabu
je toto v riznych podobach
dlouhodobé popularnim a
aktivnim tématem.

http://oklrbm.cz
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Radiolab

Radiolab

brmlab
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OK1RBM - ADSB (https://nat.brmlab.cz:4243/desktop.html)

//nat.brmlab.cz:4243/deskic v
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Radiolab

OK1RBM - SSTV
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Radiolab

OK1RBM - Loveni meteo sond
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Radiolab

OK1RBM - Reverzni inzenyrstvi
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Bezpecnost GSM siti

Gk <
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© NSA Litoméfice, 2010-2013
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Bezpecnost Méstskych Radiovych siti TETRA

receiver channelizer

u8 bassbang
rtl_sdr stdoutsidi ‘

or other SDR: airspy-mx, osmosdr input...

Jmphnyoutl_ch pipe

fCl selected channels
36 kS/s complex64 eacl

1cp:3333
control interface

demodulator

frequency correction data

receiver channelizer

tetrartmp/folbits* pipe

tetra-rx

tetra-rx

demodulated bits

 ch pipe
u8 basebang selected channels
‘ m_Sd r stdout/stdi ‘ fcl 36 kS/s complex64 each
or other SDR: airspy-rx, osmosdr input...
1cp:3334

control interface

tetra2.py

frequency correciion dafa

tetra-rx

ftraffic bursts

tetra-raw
directory

PCAP data

dump.cpdu

GSMTAPframes ~ CPDUsonthe  salitewith all the
for futher analysis networl messages!
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Impfifos/ito* pipe

v

cdecoder
sdecoder

PCM sound

ACELP data.

cdatabz2
0OGG Vorbis

tetra-rec
directory

Alab

\ce prague

tetra-recicodec
directory
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Bezpecnost

Systémy rizeni pristupu

e RFID e FAB/physical keys,
e NFC lockpicking

e magnetic cards e smartcards

e MIFARE cards e etc
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Bezpecnost

Prednaskova cinnost, konference

Installfest - SDR, Efektivni implementace utoku na Sifru A5/1
CTJB - Reverzovani NFC karet
Europen - SDR, Machine learning, distribuované systémy

Chaos Communication Camp - BTC Trezor, package signing,
clipboard insecurity

brmlab - https://brmlab.cz/video
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Bezpecnost

Vyvoj software

FCL channelizer - vykonéjsi nez GnuRadio

Tetrapol-kit - open source SW pfijimac a decoder

Kukuruku - open source SDR klient

GnuRadio patche

rapid prototyping - open source SW & HW, 3D tisk, arduino, apod.
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Bezpecnost

Operacni systémy

i

AS/400

freeBSD, @
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Bezpecnost
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SpoleCenska témata

2600 meetingy - celosvétové organizovana setkani “u piva o
bezpecnosti“

V navaznosti na zjisténi v ramci brmlabiho projektu zkoumajiciho
Méstské Radiové Sité (MRS) v zafi 2016 upozornuje Piratska
strana medializaci na nedostatky v zabezpecéeni
radiokomunikacénich siti TETRA v lokalité Praha

vyjadreni ke kauze zvefejnéni emailli premiéra serverem
White-media

vyjadreni k prohlaSeni ministra vnitra o nutnosti identifikace
uzivateld Internetu

podpora iniciativy “Pfichazi cenzor” sdruzeni CZ NIC

podpora “Joint Statement against Radio Lockdown” organizace
“Free Software Foundation Europe” (omezeni moznosti
nahravani alternativnich firmware) @brmiab
analyza leaku Hacking team pro media e
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Bezpecnost

Komeréni spin-offy, General bytes s.r.o.

BTC ATM

I
GENERAL BYTES

@brmiab

https://www.generalbytes.com
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Bezpecnost

Komeréni spin-offy, SatoshiLabs s.r.o.

BTC HW penézenka

TREZOR

The Bitcoin Safe

The Hardware Bitcoin Wallet

-E[L— Satoshilabs

http://satoshilabs.com
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Bezpecnost

Komeréni spin-offy, ITDS consulting s.r.o.

bezpecnost radiovych siti

https://itds-consulting.com
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Bezpecnost
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Komercni spin-offy, Ailao

Ailao™

Useful Artificial Intelligence

information extraction

deep learning

methods to documents and
unstructured data

http://ailao.eu
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Bezpecnost

BRM-CSIRT

Hackerspace a CSIRTy jsou
organizace, zabyvajici se

000 pocitatovou bezpecénosti a
olOlo mohou se vzajemné obohatit.
Nékterym tématim se uz
oo vénujeme:

e vuln/artifact analysis,

b' ' I I l response
C S I rt e technology watch
e education/training
.br‘mlpb
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Bezpecnost

Dalsi info...

BRM-CSIRT: https://csirt.brmlab.cz
Projekty: https://brmlab.cz/project
Dalsi foto: http://nat.brmlab.cz/phtagr/explorer/
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