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Nesmysly
@000

znaméjsi

Necekejte soukromi kde nikdy nebylo a zfejmé ani nebude

d Facebowo! Ut
Facel

A Your personal information
read contact data, write contact data

Services that cost you money
send SMS me

Your location
ine (GPS) location

A Your messages
edit SMS or MMS, read SMS or MMS,
SMs

Network communication ,
cept cloud to

opicaions TOTO neni

access

Your accounts thp!

act as an account authenticator, manage
the ac: nts list

s the appl

>

>

Phone calls
read phone state and identity

A system tools
prevent phone from slee
settings

g, write sync

(2) show all

. .
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Nesmysly
0®00

znamejsi

nobody neni jen tak nikdo

nekdol@nekde:~$ grep nobody /etc/passwd
nobody:x:65534:65534 :nobody: /nonexistent:/bin/sh

Pozor na sdileni préav

dnsmasq - A lightweight DHCP and caching DNS server.
dfive i1 nfs, apache a dalsi.
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Nesmysly
0000

znamejsi

Znamejsi nesmysly

e naucili jsme se utahovat Srouby, tak to tak délame dal
pfisna bezpecnostni politika
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Nesmysly
0000

znamejsi

Znamejsi nesmysly

e naucili jsme se utahovat Srouby, tak to tak délame dal
o piili§ pfisna bezpeénostni politika
e => hesla na papircich

Amazon - Cas@dilfo!!
eBay - flof#@#akio
gmail - jfi#(solAX
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Nesmysly
oooe

HESLO: ohafah3-9fjJJFNAP32’FN3A-0RJ32-RJm32M3A-20RJ32A

In case you Forget your Passwori

Security Quastion: | The last 4 digits of your Social £

Answer: | ; :
What is yvour favarite restaurant?

YWhat's the name of yaur schoal?

Who is your favorite singer?

YWhat is yaur favarite town ?

What is your favarite sang?
JWWhat is yaur favarite food?
What is your favarite film?

Gender: \What is vaur favorite book?

Where was your first job?

Birth Date: YWhat is yaur pet's name?

e o i Va0 QUORCTp ?

Odpovéd na bezpeénostni otazku: Azor @brmiab

hackerspace prague

Re-Type Answer: |

Alternate E-mail: |
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Nesmysly

méné znamé

Biometrie

e princip variability mezi jednotlivci

kazdé sejmuti dat musi korelovat nepfesnosti

e pfi silnéjSi shodé predlozeného vzorku s ulozenym vzorem by
méla byt nizsi pravdépodobnost obejiti autentizace

absolutni shoda by ale méla byt vyhodnocena jako replay attack
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Nesmysly
00eC

méné znamé

"a ted’ potrebujeme pracovat na tomhle"
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Nesmysly
000

méné znamé

Mnohem veétsi tlak na autentizaéni mechanismy
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Nesmysly
000

méné znamé

Mnohem veétsi tlak na autentizaéni mechanismy

e zadné ATM
e dedikované linky
e dedikované servery

e vétSina komunikace pres Internet
e virtudly sdilejici hw (s kym?)
e cloudy (kde?)
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Nesmysly

méné znamé

Konci éra IP filtr

- . . N
[ZAPOUZDRENI DAT V SITI TCP/IP/\

Aplikacni vrstva

HTTP, SMTP, POP3,
. DATA . IMAP, SSH, DNS
o, (napf, HTTP, SMTP a dalsi)
Zdrojovy port. b
cilowy port, ... i Transportni vrstva
TCP, UDP
DATA
Zdrojovd IP, —
cllova IP, Sitova vrstva
= IP, ICMP, DHCP, ARP
HLAVICKA DATA
(5]
Zdrojova MAC, P -
cilovd MAC, ... Vrstva sitového rozhrani
DATA PATICKA
(Ethernet)

Ethernet, ADSL, Wifi, PPP
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Nesmysly

ipvé

a taky kvuli IPv6 (IPocalypse)

7\

I, .~
1l VO

SPREAD
THE LOVE

"
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IPv6 - rozhovor

"IPv6 konektivita mé nemusi zajimat, to nemém."
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Nesmysly

ipvé

IPv6 - rozhovor

"IPv6 konektivita mé nemusi zajimat, to nemém."
"Ma!" autokonfigurace, link-local adresy

"Ale ten hacker urc¢ité nemd moji IPv6 adresu,
tu j& ani nepfectu natoZ aby si ji nékdo pamatoval."
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Nesmysly

ipvé

IPv6 - rozhovor

"IPv6 konektivita mé nemusi zajimat, to nemém."
"Ma!" autokonfigurace, link-local adresy

"Ale ten hacker urc¢ité nemd moji IPv6 adresu,
tu j& ani nepfectu natoZ aby si ji nékdo pamatoval."

"™Ma ji!" On se na ni totiz zeptéd ;)
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Nesmysly

ipvé

Separatni routovaci pravidla pro IPv4 a IPv6

nekdo@nekde:~$ ip r
default via 192.168.1.1 dev eth0
192.168.1.0/24 dev eth0 proto kernel scope link src 192.168.1.22

nekdo@nekde:~$ ip -6 r

2001::/32 dev teredo proto kernel metric 256
fe80::/64 dev eth0 proto kernel metric 256
fe80::/64 dev teredo proto kernel metric 256
default dev teredo metric 1029

@Rrmiah
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Nesmysly

ipvé

Tady jsou jen ti co uz s nami mluvili

nekdo@nekde:~$ ip —6 neigh
2001:470:caee:1::1 dev eth0 lladdr 00:16:76:93:45:a3 router REACHABLE
fe80::216:76ff:fe93:25b1 dev eth0 lladdr 00:16:76:93:25:bl router STALE
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Nesmysly

ipvé

IPv6 - zjisténi lokalnich sousedu multicastem

nekdo@nekde:~$ ping6 -I eth0 ££02::1
PING £f02::1(£ff02::1) from fe80::216:76ff:fe93:45b3 eth0: 56 data bytes

icmp seq t e (

:e3e9: icmp_seg=1 ttl=64 time=0.182 ms (DUP!)
:825f: icmp_seg=1 ttl=64 time=0.190 ms (DUP!)
:ce97: icmp_seqg=l ttl=64 time=0.282 ms (DUP!)
:967: icmp_seg=1 ttl=64 time=0.288 ms (DUP!)
64 bytes from :93%e: icmp_seg=l ttl=64 time=1.08 ms (DUP!)
64 bytes from :98la: icmp_seg=1 ttl=64 time=7.57 ms (DUP!
64 bytes from fe80::1e6f:65ff:fea5:b68a: icmp_seg=1 ttl=64 time=7.57 ms (DUP!)
64 bytes from fe80::219:d2ff:fe07:£363: icmp_seq=1 ttl=64 time=33.1 ms (DUP!
64 bytes from fe80::226:5eff:fef8:4b87: icmp_seq=1 ttl=64 time=33.7 ms (DUP!

64 bytes from
64 bytes from
64 bytes from
64 bytes from

https://secure.wikimedia.org/wikipedia/en/wiki/Multicast_address#IPv6

@Rrmiah
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Nesmysly

ipvé

IPv6 - zjisténi lokalnich sousedu multicastem

nekdo@nekde ~$ ping6é ££02::1%eth0
::1) from feS :216:76ff:fe93:45b3 ethO 56 data bytes

:55b3: icmp_seq t

64 bytes :e3e9: icmp_seq= l ttl 64 time= O 182 ms (DUP!)

64 bytes :825f: icmp_seg=1 ttl=64 time=0.190 ms (DUP!)
64 bytes :ce97: icmp_seqg=l ttl=64 time=0.282 ms (DUP!)
64 bytes :967: icmp_seg=1 ttl=64 time=0.288 ms (DUP!)
64 bytes :93%e: icmp_seg=l ttl=64 time=1.08 ms (DUP!)

64 bytes :98la: icmp_seg=1 ttl=64 time=7.57 ms (DUP!)
64 bytes from fe80::1e6f:65ff:fea5:b68a: icmp_seg=1 ttl=64 time=7.57 ms (DUP!)
64 bytes from fe80::219:d2ff:fe07:£363: icmp_seq=1 ttl=64 time=33.1 ms (DUP!)
64 bytes from fe80::226:5eff:fef8:4b87: icmp_seq=1 ttl=64 time=33.7 ms (DUP!)

https://secure.wikimedia.org/wikipedia/en/wiki/Multicast_address#IPv6
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Nesmysly

ipvé

A ted mame od vSech nejbliz§ich sousedl navstivenky ;)

nekdo@nekde:~$ ip -6 neigh

feB80::1e6f:65ff:fed5:b68a dev eth0 lladdr 1c:6f:65:d5:b4:8a REACHABLE
2001:470:caee:1::1 dev eth0 lladdr 00:16:76:93:45:b3 router REACHABLE
fe80::216:cbff:fecl:964 dev eth0 lladdr 00:16:cb:cl:09:64 REACHABLE
fe80::224:1dff:fea6:3226 dev eth0 lladdr 00:24:1d:a6:32:26 REACHABLE
fe80::216:76ff:fe93:45b3 dev eth0 lladdr 00:16:76:93:45:b3 router REACHABLE
fe80::a00:27ff:fe3e:1df2 dev eth0 lladdr 08:00:27:3e:1d:f2 REACHABLE
fe80::219:d2ff:fe06:f263 dev eth0 lladdr 00:19:d2:06:£2:63 REACHABLE
fe80::a00:27ff:fe38:7c60 dev eth0 lladdr 08:00:27:38:7c:60 REACHABLE
fe80::2e0:81ff:fe36:e3e9 dev eth0 lladdr 00:e0:81:36:e3:e9 REACHABLE
fe80::20f:b0ff:fe7d:725f dev eth0 lladdr 00:0f:b0:7d:72:5f REACHABLE
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Nesmysly

ipvé

IPv6 - THC IPv6-attack toolkit

nekdo@nekde:~/thc-ipv6-1.8# ./alive6 ethO
Alive: 2001:470:caee:1:20d:cdff:£fe27:93%
Alive: 2001:470:caee:1:20e:b0ff:fe7d:825f
Alive: 2001:470:caee:1:212:d8ff:fece:981a
Alive: 2001:470:caee:1:9e6f:65ff:fed5:b68a
Alive: 2001:470:caee:1:2f4:81ff:fe30:e3e9
Alive: 2001:470:caee:1:217:cbff:fecl:967
Found 6 systems alive

e

http://thc.org/thc-ipv6/

.Dr‘mlgb
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e

http://thec.org/thc-ipvé/
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Nesmysly

ipvé

Teredo (IPv6 over IPv4)

# apt-get install miredo

# /etc/miredo.conf

InterfaceName teredo

# Pick a Teredo server:

#ServerAddress teredo.ipv6.microsoft.com

#ServerAddress teredo-debian.remlab.net

ServerAddress teredo.nic.cz

# Some firewall/NAT setups require a specific UDP port num:
BindPort 3545

.Dr‘mlgb

hackerspa
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Nesmysly

ipvé

IPvE over |Pv4 traffic
|

IPvE or IPvE
over IPw4 traffic

Teredo
host-specific relay

IPvE-only host

Teredo client

[I.. %

P

[ . ) Teredo server
X: Pvé4 Internet IPvE Internet
|
NAT S -J}_

| Teredo relay

MNAT . I

I ! IPvE traffic

Teredo client

@Rrmiah
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Nesmysly

ipvé

Pro¢ nas to vSecko zajima

root@omg:~# ip6tables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy
ACCEPT)
target prot opt source destination

.Dr‘mlgb
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Pro¢ nas to vSecko zajima

root@omg:~# ip6tables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
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Chain OUTPUT (policy
ACCEPT)
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Nesmysly

root@omg:~# netstat -ntlplgrep :22
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 5452/sshd
tcpo O 0 :::22 R LISTEN 5452/sshd

. a nejen proto

.Dr‘mlgb
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Nesmysly

root@omg:~# netstat -ntlplgrep :22
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 5452/sshd
tcp6 O 0 :::22 ::1:*  LISTEN 5452/sshd

. a nejen proto
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Nesmysly

ipvé

Skenovani na IPv6 - jaké cesticky vedou k sousedum

nmap -6 —-PN ${HOST}%S${IFACE}
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Nesmysly

ipvé

Skenovani na IPv6 - jaké cesticky vedou k sousedum

#!/bin/bash

for HOST in ${IPV6_ADDRS}
do
nmap -6 —-PN ${HOST}%S${IFACE}
done

@Rrmiah

Pavel Ruzicka <ruza@ruza.eu> Oblibené omyly v bezpeénosti



Nesmysly

ipvé

Skenovani na IPv6 - jaké cesticky vedou k sousedum

#!/bin/bash

IFACE="ethO"
IPV6_ADDRS="S$ (ping6 -I S{IFACE} ff02::1 -c 2|grep icmp_seqg=1\
lawk ’'print $47|sed 's/:$//")"

for HOST in ${IPV6_ADDRS}
do

nmap -6 —-PN ${HOST}%S${IFACE}
done

brmiab
hackerspace prague
Pavel Ruzicka <ruza@ruza.eu> Oblibené omyly v bezpeénosti
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IPv6 skill improving project

http://brmlab.cz/project/ipv6
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Nashle na psychiatrii

@Rrmiah
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