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Problemy a pozadavky

Inteligence
vykonné i usporné jednocCipy za hubicku, very deep sleep - hura!
Napajeni
LiOn, LiPol - mohlo by byt lip - pofad jesté pfilis rychlé pomalé vybijeni, mraz!
Primarni clanky
- Lithium Thionyl Chlorid (17Ah D monod¢lanek, -55 - +85°C, 3,6V, <%1/rok) - dost dobry ale $$

Komunikace



Komunikace v “Internetu” véci

Na IP stack zapomente - moc malo mista

| ty draty jsou nekdy moc drahée

Radiové kmitocCty taky neco stoji - GL pasmo vyhodou
Bezpecnost?

o draha ale potrebna!

o Zzere nam energii



Takze radio!
Mnoho vikt - 10T smrt?

Protokolu prehrsel

e Protichudné pozadavky
o low power
o high speed
o long range
e “Politické” vlivy - oCekava se velky trh
o ale po strasneé malych dukatech!
o mnoho “hrac¢d”, do kterého investovat?



Favorité dostihu

NB-LTE

LTE-M

SigFox

LORA

GPRS - umre Ci ne, Ci kdy?
.... Mnoho dalsich

(Zigbee, Symphony, IQRF, Waviot, Ingenu, Nwave...)



ProcC Lora?

Low speed - 300 bps - 100 kbps (na co nam to staci?)
Low power - 10 - 100 mW

dosah 2 - >20 km (kopec-kopec i mnohem vic!)

Long Life - 10 let (sakra dlouho pro levné baterky)

GL - general licence - ISM (Industrial, Science, Medical)
pasma.

Kvalitni navrh (odolnost, efektivita, bezpecnost...)

Ma Sanci v dostihu (?)

Komunitni verze site!!l! - The Things Network



LORA technologie

Vyrobce Cipu a drzitel patentu - firma Semtech ( + China licenced?)
Homolokace ve vSech zemich FCC etc...

PHY - proprietarni “Chirp” protokol (+GFSK pro vySSi rychlosti)
e LINK (MAC) - open - referencni stack GITHUB

LORAWAN - komeréni ThinkPark (CRA), Lorlot
o https://pripoj.me - soutéz 10/2016 - popis XML/protokolu!

e TTN - The Things Network komunitni sit

o https://www.thethingsnetwork.org/
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Frekvence

GL ISM
433/868/915 MHz
Chipy univerzalni
Antenni obvody jednopasmove (nebo VF Switch)
PFisna omezeni vykonu/doby vysilani ITU/CTU (opravdu to umi ohlidat!)
Nejrozsifenéjsi v EU - 868 MHz

433 MHz - zajimavé pro HAM/HAB (High Altitude Ballooning)



868 MHz ISM Band

863 - 870 MHz
Slozité rozdéleno - rizna pravidla
Omezeni vykonu,doby vysilani,

14dBm/27dBm, 1%/0,1%, LBT (ALOHA)



Uplink
LoRa 0.3--100 kbps (ADR - rizeno z GW dle sily signalu)
Link budget = +14dBm (Tx) — --140dBm (GW citlivost) = 154dB
10--200 bytes/message payload
Message duration ~40ms —1.2s
Spotreba na zpravu
Etx = 1.2s x 50mA = 17uyAh pro nejpomalejsi

Etx = 40ms x 50mA = 0.6pAh pro nejrychlejsi



Downlink

LoRa 0.3--100 kbps

Link budget = +27dBm (Tx) — --135dBm (node sensitivity) = 162dB
Message duration = 40ms — 1.2s with average latency of 2s

Spotfeba na zpravu RX

Erx = 3s x 11mA = 9uAh at full sensitivity



Modulace

GFSK pro nejrychlejSi kanaly
LORA “Chirp” - patented
-19dB SnR

UP/DOWN - reverse - GW nerusSi ¢idlo
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Lora modulace - finty

FEC

ADR

Spreeding factor - SF12 - nejpomalejsi ale az o 15dB odolngjsi
az +25dB oproti FSK

Proménna coding rate

reverzni zdvih UP-DOWN (100dB blocking)

necitlivost na rozladeni (Doppler, nestabilni XO)



Lora packet

nPreamble Symbols nHeader Symbols
“ 34 »
bt Header CRC payicad Payload
(explicit mode only) CRC
¢ > _ y
CR=4/8 CR = CodingRate
¢ >

SF = SpreadingFactor



Link layer - LORAWAN

Semtech referenéni implementace na GITHUB.

Free! (Eclipse Public License?) i

Concentrator
IGateway

End Nodes
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Uplink/Downlink

Tridy dle rezimu provozu

A (« all »)

Battery powered sensors, or actuators with no latency constraint Most energy efficient communication class. Must be
supported by all devices

B (« beacon »)

Battery powered actuators Energy efficient communication class for latency controlled downlink. Based on slotted
communication synchronized with anetwork beacon.

C (« continuous »)

Mains powered actuators Devices which can afford to listen continuously. No latency for downlink communication.



Class A- Bidirectional communication; ... cc.,
Receiver Initiated Transmission strategy (RIT)

Uplink Received For every uplink, there are two
by multiple possible downlink slots. Downlink is
- b gateways possible only at these times. Time
NETWORK Network Server selects:
& o% (1) Gateway for downlink %‘3
k) % (2) Which downlink slot to use 2.
] % %
f . i )
S / /
18  End Devices Rx
/) transmit at any slot
g RS VS Programmed wait 1 1 Programmed wait 2
END DEVICES

Nov 2015 Semtech Corporation



Fam

Class B- Bidirectional communication; W
Coordinated Sampled Listening (CSL)

There are pre-programmed downlink
slots. Downlink is possible at any of
these times. Application dependent.

4
NETWORK 99 Network Server selects:

= %% (1) Gateway for downlink %

B =% (2) Which downlink slot to use =

S 29 '=' o

= [
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7] o n 7] 7] 7] 0 " 7] =
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C o c O s - i - @
END DEVICES Pre-programmed RX slots synchronized by gateway beacons

Nov 2015 Semtech Corporation 7]



Long preamble used for energy reduction
.

t

Sink

Source H H
>t

Req | T Ack/data
ARk
Periodic wake-up . Preamble Transmission

. Packet Reception . Packet Data Transmission

Source : Semtech



Zabezpeceni

AES128 CTR
OTAA - Over The Air Activation
APPKey - kli¢ pro pfenos konfigurae a provoznich klicu
ABP - Activation by Personalisation
Klice
NWsKey - provider

APPsKey - aplikace



End-Devices
Gateway Network Application
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LoraWan existujici site

Komercni
ThingPark (Actility) CZ CRA
Loriot

Komunitni

The Things Network



CRA (ThingPark)

testovaci provoz cca 50 bodu (Praha + 13 krajskych

Praha dobre pokryta

REST, XML ramec - obsahuje i informace o kvalité signalu 3 GW
Ostry provoz - 20177

Cena ~10 Kc¢/Cidlo/mésic (kusova?)




The Things Network

Komunitni sit’

Zalozena v Holandsku
Moderni protokoly MQTT
Velmi aktivni vyvoj HW i SW

V CR prvni 2 GW
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Hardware

Semtech |10
pro Cidla - vysila vzdy jen na jednom kanalu s jednim profilem.
SX1272 - 860-1000 MHz
SX1276 - 137 - 960 MHz
umi i jiné protokoly OOK,GMSK
pro GW - SDR - az 8 kanalu libovolné parametry
SX1301 multi-channel modem and SX1257/SX1255 RF transceivers

SDR - 49x Lora demodulator



Desky, moduly, GW....

Tabulka s prehledem

https://docs.google.com/spreadsheets/d/1ruoXfJJzQsTXKSgAXIDR00Jz4pgGg8HiB5wUm
TGBn7c/edit#gid=0

Build the cheapest possible node yourself
https://www.thethingsnetwork.org/labs/story/build-the-cheapest-possible-node-yourself

CZ:
https://www.arduinotech.cz/
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