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Pavel Růžička ruza@ruza.eu Ozvěny 29C3
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O CCC Talks

Congress Center Hamburg
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• Enemies of the State: What Happens When Telling the
Truth about Secret US Government Power Becomes a
Crime
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• DSRC: Digital Short Range Communications (380m)
• The US Dept. of Transportation is considering mandating

this for all new cars.
• Basic safety messages sent out every 10 seconds.
• 5.9GHz reserved in US and Europe.
• Signaling standard: IEEE 802.11p
• All messages are cryptographically signed
• Signing certificates issued by central authority
• Privacy issues: Correlate location, speed to independent

identification?
• All zero source address for vehicles. Unrouteable
• Any algorithm to make network routeable will make

vehicles trackable.
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• 3DES for authentication and data encryption
• 4kB non-volatile memory
• 28 aplications/folder with 16 files max each
• 14 keys per app, 1 master key
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O CCC Talks

Timo Kasper - Milking the Digital Cash Cow
http://events.ccc.de/congress/2012/Fahrplan/events/5393.en.html

• after demodulation a low pass filtering
• equipment <2000e
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analysis tool, interception proxy

• TCP and net graph
• interception proxy, password bruteforce, fuzzin’
• traffic injection, forged response
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Pavel Růžička ruza@ruza.eu Ozvěny 29C3
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• Read It Twice by Collin Mulliner (jailbreak Samsung tv),
TOCTTOU (time of check to time of use) attack

• two versions of the same file read. big file read in between
to flush cache

• the grugq, Defeating Forensic Analysis on Unix ,Phrack
59-6

• USB standard, SCSI standard

Pavel Růžička ruza@ruza.eu Ozvěny 29C3
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• Firefox fork patched till now (Tor browser)
• Chrome in future, + isolation, - MS crypto API certificate

verification ignores proxy setting
• HTTPS everywhere
• Tor browser bundle includes NoScript
• TorBirdy - Thunderbird add-on
• OrBot
• The Amnesic Incognito Live System

https://www.torproject.org/volunteer
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https://www.torproject.org/volunteer


O CCC Talks

Jacob Appelbaum, Roger Dingledine - The Tor sw
ecosystem
http://events.ccc.de/congress/2012/Fahrplan/events/5306.en.html

• Firefox fork patched till now (Tor browser)
• Chrome in future, + isolation, - MS crypto API certificate

verification ignores proxy setting
• HTTPS everywhere
• Tor browser bundle includes NoScript
• TorBirdy - Thunderbird add-on
• OrBot
• The Amnesic Incognito Live System

https://www.torproject.org/volunteer
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• Home Location Register/Visitor Location Register, paging
channel, Location Area Code

• race condition not limited to one BTS
• OsmocomBB layer23 too slow, layer1 is ok
• selective jamming
• fake responses, victim never recieve sms/voice
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Sylvain Munaut - Further hacks on the Calypso
platform
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• Motorola C123 can act as BTS with OsmocomBB
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• RSA
• bad random-number generators (embeded deviced)
• generate both primes from a single search (shared

modulos)
• sometimes users choose special primes to try to make

RSA run faster
• sometimes users leak secret bits through side channels
• sometimes the attacker has a botnet, or a 65-megawatt

data center in Utah or Tianjin
• http://factorable.net
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• GOST cipher is the official encryption standard of the
Russian federation

• special versions for the most important Russian banks
• / video not available at all mirrors
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Andrei Soldatov - Russia’s Surveillance State
http://events.ccc.de/congress/2012/Fahrplan/events/5402.en.html

how the government forces ALL local ISPs to buy and
implement nation-wide surveillance mechanisms
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Pavel Růžička ruza@ruza.eu Ozvěny 29C3
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